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wd * in 2013 - 850 million web servers online
%tatsz @ for 7.1 billion humans that lived on Earth

Stats oIFIESYOF e by 2022, 75-300 billion networked devices
Dr. DVIEEY. L0 PG Eor 8 billion humans that will live on Earth

Wnternet // { ‘
' t’ 204,000,000+ emails sent gIobaIIy (20{1

".4,000,000+ Google search querle’
2,460,000+ pieces of Facebook content shared

72+ hours of new YouTube videouploaded
48,000+ i0S apps downloaded (per bomo.com)

Stats will grow exponentially in the years ah
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\QlS |dentity Theft Stats: 707.5M Data Records lost or stolen

2( 5/2016 Increase of Government Breaches: —

ack exposed 10K DHS and 20K FBI employees names,
job iptions (1K intelligence sts)

2016 Increase’in"Ransomware — Full al variant
targeting OSX (Mac). It spreads through poisoned adds
on major sites

-

Stats courtesy of Federal Bureau of Investigation- NIST’s IT Security Day
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NWint Cerf on the Security and Privacy of loT
”You'gc guld have a situation where Bank of Amerlgsuccumbs toa

DDo rom 100 million connected refrlgerat’b'rrs in the U '§ 5

el

AR

o
~ VINT CERi’iOIiT: +The “processing
“Father of the Internet” ‘ O r makmg those
VINT CERE thmgs accessible” is enough to make
“““them plausible solders in a malicious

bot army, once they have been
successfully attacked.

" NIST Clownct

@Wp@tﬁm
Pregirarm

https://securityledger.com/2014/04/vint-cerf-cs-changes-needed-to-address-iot-security-privacy/
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| Cyber Threats (real-time map) = http://map.norsecorp.com
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Ready, 1099 x 575

-
.

2

ATTACK ORIGINS ATTACKTYPES © ATTACK ARSI LIVE ATTACKS

#  COUNTRY #  PORT SERVICETYPE ',W"N"W TIMESTAMP  ATTACKER ATTACKERIP ATTACKER ... TARGETGEO ATTACKTYPE  PORT
449 N China 428 23 (teinet Ae2 (el United States 117:43721 Chinanet Fujlan Province Network 120.33.10,.. Fuzhou, CN Lynnwood, ., xsan-filesyst, . 50, , &/
3 EMsSouthKorea 85 508..0) xsan-filesyste.. 9,"""-" L_{z‘te“ Arab ... 11143618 Network For Pppoe Clients Termi,., 109.184.1... Nizhay No... Lynfiwood,., microsoft-ds 445

20 M Uniedstates 68 S508..C)xsanilesyste.. v.'ﬂ - Germany « T7:43190 Hknet Company Ltd. 202.67.23.. Hong Kan, . Kirksville, . ssh 22

80 &= Germany 68 5300 b 24 @ Portugal N1-43118  Srarnet 1ir 1R593 1R Kharklv 1JA Rrasa PT  teinet 23 —



http://map.norsecorp.com/#/

https://cybermap.kaspersky.com/
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The Evolution of the
Internet is @ a 3-Factor
Infection Point
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We offer three kinds of service:

°M' GOOD-CHEAP-FAST

/75,

You can pick any two
GOOD service CHEAP won't be FAST

GOOD service FAST won‘t be CHEAP
FAST service CHEAP won't be GOOD




NIST Cloud Computmg Security Reference
. ® Architectu

NIST Cloud Computing
Security Reference Architecture
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T CC Security Reference Architecture — the Approach

ST Security Reference Architecture — formal model NIST Security Reference Architecture — security components

Cloud Consamer

Secure Fumcrional Lavers

= - Mapping
RENE— N components to

Secute Provisening Conflgurm.

Secure Business Seppoa

po—

Ciud Cloud Orchestration
Consumer T Cloud Service
Management

A 4 ax =

) 3 usimess

( Cloud \ == Support
Auditor

- Provisioning

Y Configurasion

Portabaliry
Interoperatnlity




NlST Security Reference Architecture (NIST SP 500-299)

Clond ¢ onsanier Cloud Provider

Cloud Broker
Primary Provider 1 Intermediary Provider R

A Technical Broker
Secure Cloud Ecosystem Orchestration
Secure Functional Lavers

Secure Deplovment & Service Lavers
I Software as a Service {SaasS) '
PaasS

Secure Service Lavers |
-
SaaS !

Platform as a Service (PaaS)

PaaS ! . . PaaS ]
IaasS Infrastrct. as a Service (IaaS) ! ‘

SaaS \

Secure Cloud
: : _ : Secure
Consumption Mgmt Secure Resource Secure Cloud Service
Secure Configuration Abstractionand

Cloud
Management C e vice
ControlLaver Mzmt
Secure Portabilitv/Interoperability
Secure Phyvsical ) Secure Provisioning Configuration
Resource Layer
Cloud Auditor

Secure Portab Interop
Secure Business Support

Organizational Support

Secure Business Support }
Hardware ’ |
Secure Auditing
Environment

f

Secure Secure ¢
Service

Intrmd.

Service
Arbitrage

Facility

Business Broker

Cloud Carrier

Secure Transport Support

Cross Cutting Concerns: Security, Privacy, eic



. Cloud Securit\L Alliance’s TCI Reference Architecture

- NCC SWG leverages on Cloud™Security Alliance’s Trusted Cloud arence Architecture

B
o https://cloudsecurityalliance.org/wp-content/uploads/2011/11/TCI-Reference-Architecture-1.1.pdf
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NIST Security Reference Architecture (NIST SP 500-299)
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NIST Security Reference Architecture NIST SP 500-299
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Security and Privacy Controls for
“Cloud-base@ Federal InforniEisIie
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15 BOSS Legal Services Incident Response Legal Processes and to ensure [AU-1, IR-1 AU-10, AU-10(1), AU- 1.00 3.00 1.00 500 | _
19 BOSS Internal Forensic Analysis Farensm analysis is with TM.DS .01 [AUS, RS, 1R-7 [AU6(1). AU-6(3). AU_|AUB(5). AU-6(6). AU- 1.00 1.00 1.00 200| |
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24 BOSS & E Business Continuity Planning & Testing c O.MG.04: TO.MG.05 CP-1, CP-2, CP-3, CP- |CP-2(1), CP-2(3). CP- P-2(4). CP-_|PMD oo0| 200 400 soo| |
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2o BOSS Security Monil ervices |Apolication Collection of related even{ | CoMo, TIC_| TOMON.0% [AU-2(3), AU-3(1), AU-_|AU-12(1), AU-3(2), AU~ [AC1, AC-2, AC-3, [AC-2(T) AC2(2). . 200 300] 300 00| |-
30 [BOSS Security Monitoring Services int Monitori Collection of events with ColMo [AU-2(3), AU-3(1), AU-_|AU-12(1), AU-3(2), AU- [AC1, AC-2, A3, [AG-2(T), AC-2(2), [AC2(11), AC-2 200 s00[ 300 00| [
51 BOSS Security ervices _|Cloud Collection of events with { [ CoMo; TIC_| TO.MON.04; TM.LOG.04 24 AU-_[AU-12(1), AU-3(2), AU- [AC-1. AC-2, AC-3. [AC-2(1). AC-2(2). |AC-2(11). AC-2 200  300] 300 soo| |
1z BOSS Data Governance Secure Digposal of Data Ensure that at end of useful life, data MP-6(1), AC-4(13), MP- 3.00 3.00 3.00 g00| |
33 BOSS [Human Resource Securit Employee [The process for ensuring that an PS-4(2), PSA(1) 200 800|200 700| [
34 | BOSS Human Resource Security E (Al . AG-20(1), AG-__|5A-12. SA-12(12) 200  200] zoof eoo| [
5 BOSS Human Resource Security B Screening Backg TIC TM.COM.01; TM COM .03 -3(3) PS-3(1). SA-21 2.00 2.00 200 800] |
36 BOSS iuman Resource Security Job Descri Clear definitions of the responsi TIC_ [TM.COM.0T; TM.COM.03;, TM.TC.06 P, PV-10 100 100 100 300| =
17 BOSS uman Resource Security Roles and Responsibilities Dividing the work among multiple TIC_ | TM.TC.07, TOMG.0S [AC5.ACE 100 100 100 s00| [C
55 BOSS Human Resource Securif Employee Code of Conduct capability is intended to manage| TIC __[TM.COM.O1; TM.COMO3 PL4, PS6. PS8 PLA4(1) P 200 200] zoo soo| |
19 BOSS Information Systems Regulatory e main focus here is to ensure that! TIC TS.INS.01 [AC-1, AT-1, AU-1, CA- PM-1, PM-8 1.00 1.00 1,00 300| |
40 BOSS Dala Governance Data Ownership / s capability manages the TIC___[TM.0S.03; TMDS.04: TM.TC.06 [AC-T, AG-2, AC-3, AC- |ACA, AC-4(5), AC-4(6). |AC-8. S1-7(2), AC-3(7), |- 300 so00] so00 soo] |
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We offer three kinds of service:

GOOD-CHEAP-FAST

You can pick any two
GOOD service CHEAP won't be FAST

T OV ¢

GOOD service FAST won't be CHEAP
FAST service CHEAP won't be GOOD
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- The notion.of "perimeter” becomes obsolete.
_ The old walls and moats can no longer defend us.



Dealing gvith an Iceberg Architecture

T SP500-299 | i | NIST SP 800-173: \
- | —_ T \ — Guide for Applying Risk Management Framework

NIST Cloud Computing
Security Reference Architecture

Risk Management Framework (SP 800-37)
Step 1: Categorize Information System
Step 2: Select Security Controls
Step 3: Implement Security Controls
Step 4 Assess Security Controls
Step 5: Authorize Information System
Step 6: Monitor Security Controls
(Repeat process as necessary)

Risk Management Framework in Cloud Env. (SP 800-1

Step 1: Categorize Federal Information System

Step 2: Select Security Controls (Identify Security
Requirements, perform a Risk Assessment)

Step 3: Implement

Step 4: Assess Service Provider(s) & Controls

Step 5: Authorize Use of Service

Step 6: Monitor Service Provider (on-going, near-real- time); MNIST

(Repeat process as necessary mg

Stack - image source: Cloud 58 ,: ity Alliance
specification, 2009
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ST SP 800-37 Rev1l: Risk Management Framework (RIVIF)
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NIST SP 800-173: RMF for the Cloud Ecosystem (RMFA4CE)

#» STEP 6:
ONGOING MONITORING OF «
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feHRAMP applies
RMF when A&A

Cloud Providers
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ﬁlﬁdustry shouTd steal
dRAMP cloud

"You need good*Security
requirements around procuring
cloud? Look what FedRAMP's donex

Not some industry-driven

John Pescatore, Director of Emerging Security Trends at the SANS Institute speaks at CyberCon
2015 Conference at the Ritz-Cariton Pentagon City in Arlington, Va., on Wednesday, November 18,
2015.

(Photo: Mike Morones/Staff)

. ” Pescatore, speaking at the Federal Times' CyberCon conference on Nov. 18, cited this
consortium. as an area where the government has solved a problem that the private sector can
take advantage of.

John Pescatore, Director SANS @ CyberCon "For example, the GSA FedRAMP program for cloud — at Gartner, | found myself
pointing private industry customers toward that,” he said. "You need good security

requirements around procuring cloud? Look what FedRAMP's done. Not some

industry-driven consortium."
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Mission Impossible 3

We offer three kinds of service:

GOOD ~CHEAP-FAST

You can pick any two
GOOD'.__ “~e CHEAP w»-  _ge FAST
GOOD ser:~ St~ ‘* he CHEAP
FAST service CHEAP won't be GOOD
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Transforming Automation Dream.into Reality

IMPACT ANALYSIS
» SYSTEM CATEGORIZATION

STEP 2:
~ |IDENTIFY & SELECT
CAPABILITIES

AUTHORIZE CLOUD-BASED < 3 ~ TAILOR & SUPPLEMENT
CONTROLS

INFORMATION SYSTEM
ID

(BASED UPON RESIDUAL G
RISK & RISK TOLERANCE) RMF for e BEST-FITTING CLOUD
ARCHITECTURE

, 1d Ecosy -
Cloud Ecosystem ‘ ="SELECT CLOUD PROVIDER

STEP 4:

ASSESS SECURITY CONTROL
ANAGED BY PROVIDER » |IMPLEMENT SECURITY CONTROLS

ASSESS SECURITY CONTROLS = UNDER CONSUMER’S MANAGEMENT
MANAGED BY CONSUMER




Transformigg

Automation Dream

nto Reality

A B C D H I N () P
Components descriptions also available on CSA's interactive site found at:
https://research.cloudsecurityalliance.org/tci/ Capability Implementation
SP800-53 Rev4
DOMAIN CONTAINER CAPABILITY B | CAPABILITY SCOPE CAPABILITIES Reviewed Reviewed Reviewed
(process or solution) ’ (process or solutiol mapping Low(Capability | Moderate(Capability | High(Capability
/ Pt implementation) implementation) implementation)

BOSS Compliance Intellectual Property Protection AC-1,AC-2,AC-3, AC- |AC-2(1), AC-2(2), AC- [AC-2(11), AC-2(13), AC-
BOSS Data Governance Handling/ Labeling/ Security TIC TM.DS.05 AC-1, AC-3, AC-4, AT-1, MP-3, MP-5, MP-5(4)  [AC-16
BOSS Data Governance Clear Desk Policy MP-1, MP-2, MP-7 MP-4, MP-5, MP-5(4),
BOSS Data Governance Rules for Information Leakage TIC TM.LOG.04; AC-1,CP-1, I1A-1, IR-1,
BOSS Human Resource Security Employee Awareness TOMG.10 AT-1,AT-2, AR-5 AT-2(2)
BOSS Security Monitoring Services | Market Threat Intelligence TIC TS.INS.01, AU-6, CA-2, IR4, IR-6 | AU-6(1), AU-6(3), CA- |AU-6(5), AU-6(6), IR-
BOSS Security Monitoring Services  |Knowledge Base R M " PL-2, SA-5 PL-7, PL-8
BOSS Compliance Audit Plannin: CoMo = [CA-2, CA-2(1), CA-7, [CA-2(2), CA-T(1), PL-[PL-8(1), PL-8(2)
BOSS Compliance Internal Augi CoMo; TIC | TO.MON.03 CA-2(2), CA-7(1), CA-8,|CA-7(3)
BOSS Security Monitoring Services  |Event CoMo; TIC |TM.DS.01; AU-6(3), RA-5(6), RA- [AU-6(4), CA-7(3), SI-
BOSS Security Monitoring Services  |Event CoMo; TIC |TM.DS.01 _[AU-6(3), SI4(16) AU-6(6), AU6(9), IR-
BOSS Security Monitoring Services | Email Journaling CoMo; TIC | TS.CF.05; TS.CF.08; SI-3(7), SI-4(5) S1-4(10), SI-4(12)
BOSS Security Monitoring Services | User Behaviors and Profile CoMo AC-2(12), AU-6(8)
BOSS Legal Services i TiC TM.DS .01 AU-3(1), AU-7, AU-7(1), |AU-3(2), AU9(3), AU
BOSS Legal Services TIC TM.DS.01; AU-10, AU-10(1), AU-
BOSS Internal Investigations TIC TM.DS.01 AU-8(1), AU-6(3), AU-7, [AU-6(5), AU-6(6), AU-
BOSS Internal Investigations e-Mail Journaling e TIC M AU-1, AU-2, AU-3, AU- | AU-3(1), AU-7, AU-7(1), | AU-9(2), AU-9(3), AU-
BOSS Compliance Independent Audits CoMo CA-1, CA-2, CA-2(1), |CA-2(2), CA-7(1), CA-8,|CA-7(3), SA-11(3)
BOSS Compliance Third Party's Compliance CoMo AC-20, CA-3, PS-7, SA-| AC-20(1), SA-9(1), SA-
BOSS Operational Risk Management |Business Impact Analysis TIC TM.PC.04; CM-4, CP-2, RA-1, RA- |CM-3, CM-9, CP-2(3), |CP-2(4), CP-2(5), SA-
BOSS Operational Risk Management |Business Continuity Planning & Testing TIC TOMG.04; CP-1, CP-2, CP-3, CP- |CP-2(1), CP-2(3), CP- |CP-2(2), CP-2(4), CP-
BOSS Operational Risk Management |Crisis Management TIC TOMG.04; CP-1, CP-2, CP-3, CP- |CP-2(1), CP-2(3), CP-3(1), CP-10(4), IR-
BOSS Operational Risk Management |Risk Management Framework  |Business & Technical TIC TO.MON.02 RA-3 SA-14
BOSS Operational Risk Management |Independent Risk Management TIC TO.MON.02 CA-2, CA-7, RA-3 CA-2(1), CA-7(1) CA-8, CA-8(1)
BOSS Security Monitoring Services | Database Monitoring CoMo AU-1, AU-2, AU-3, AU- | AU-2(3), AU-3(1), AU-  |AU-12(1), AU-3(2), AU-
BOSS Security Monitoring Services | Application Monitoring CoMo; TIC |TO.MON.04 AU-1, AU-2, AU-3, AU- |AU-2(3), AU-3(1), AU- |AU-12(1), AU-3(2), AU-
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u?pen Security Controls Automation Language

(OSCAL) .
\;
‘% aims to provide a structured representatlon of the v
security controls for Overlays that would: - .‘

> Allow Consumers to compare cloud services from different Providers
» Speed up FedRAMP's aswss
» Support security SLA& m

» Make possible the automation of continuous monitoring
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