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Stats:
• in 2013 - 850 million web servers online

for 7.1 billion humans that lived on Earth

• by 2022, 75-300 billion networked devices
for 8 billion humans that will live on Earth

Every minute on the Internet:

204,000,000+  emails sent globally (2014)

4,000,000+  Google search queries

2,460,000+  pieces of Facebook content shared

72+  hours of new YouTube video uploaded 

48,000+  iOS apps downloaded (per Domo.com)

Stats will grow exponentially in the years ahead

Stats courtesy of 
Dr. David Bray, CIO, FCC



2015 Identity Theft Stats: 707.5M Data Records lost or stolen 

2016 Increase in Ransomware – Fully functional variant 
targeting OSX (Mac). It spreads through poisoned adds 
on major sites

2015/2016 Increase of Government Breaches:
• OPM (23M); 
• IRS (464K eFile PINs); 
• US Voters Database (191M records)
• DoJ hack exposed 10K DHS and 20K FBI employees names, emails, 

job descriptions (1K intelligence analysts)

Stats courtesy of Federal Bureau of Investigation- NIST’s IT Security Day



Vint Cerf on the Security and Privacy of IoT

VINT CERF’s POINT:  The “processing 
power available for making those 

things accessible” is enough to make 
them plausible solders in a malicious 

bot army, once they have been 
successfully attacked. 

https://securityledger.com/2014/04/vint-cerf-cs-changes-needed-to-address-iot-security-privacy/

“You could have a situation where Bank of America succumbs to a 
DDoS attack from 100 million connected refrigerators in the U.S.,” 
- Cerf said …



Cyber Attacks in Real Time



Cyber Threats (real-time map) - http://map.norsecorp.com



Cyber Threats (real-time map) - http://map.norsecorp.com

http://map.norsecorp.com/#/


https://cybermap.kaspersky.com/
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The Backbone of the IoT – the Cloud



Mission Impossible 1



NIST Cloud Computing Security Reference 
Architecture

NIST SP 500-299 (draft reviewed by public)

SP 500-299



NIST CC Security Reference Architecture – the Approach

+

Mapping 

components to 

architecture

NIST Reference Architecture CSA’s TCI Reference Architecture

NIST Security Reference Architecture – formal model NIST Security Reference Architecture – security components



NIST Security Reference Architecture (NIST SP 500-299)
– the Formal Model -



https://cloudsecurityalliance.org/wp-content/uploads/2011/11/TCI-Reference-Architecture-1.1.pdf

- NCC SWG leverages on Cloud Security Alliance’s Trusted Cloud Initiative - Reference Architecture

Cloud Security Alliance’s TCI Reference Architecture



NIST Security Reference Architecture (NIST SP 500-299)
– security components -



NIST Security Reference Architecture (NIST SP 500-299) 
– Heat Map of the Aggregated-CIA Security Indexes –



Security and Privacy Controls for 
Cloud-based Federal Information Systems.

SP 800-174

Security and Privacy
Controls for Cloud-based

Federal Information Systems

NIST SP 800-174

-work in progress -



Security and Privacy Controls for 
Cloud-based Federal Information Systems



NIST Cloud Security Rubik’s Cube (CSRC)

 CSRC is a tool that helps 
orchestrating a cloud ecosystem 
and analyzes the data 
aggregated in this process.

 The tool was implemented by 
NIST’s summer 2015 SURF 
interns.
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Visibility & Trust

The notion of “perimeter” becomes obsolete. 
The old  walls and moats can no longer defend us.



SP 500-299

Dealing with an Iceberg Architecture 

Risk Management Framework (SP 800-37) 

Step 1: Categorize Information System

Step 2: Select Security Controls 

Step 3: Implement Security Controls 

Step 4: Assess Security Controls 

Step 5: Authorize Information System

Step 6: Monitor Security Controls 

(Repeat process as necessary)

Risk Management Framework in Cloud Env. (SP 800-173)

Step 1: Categorize Federal Information System 

Step 2: Select Security Controls (Identify Security 

Requirements, perform a Risk Assessment)

Step 3: Implement best-fitting Cloud Architecture 

Step 4: Assess Service Provider(s) & Controls

Step 5: Authorize Use of Service

Step 6: Monitor Service Provider (on-going, near-real- time); 

(Repeat process as necessary

NIST SP 800-173: 

Guide for Applying Risk Management Framework

to Cloud-based Federal Information Systems
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Stack - image source: Cloud Security Alliance 
specification, 2009



Guide to Applying Risk Management Framework to 
Cloud-based Federal Information Systems.

SP 800-173

NIST SP 800-173
-draft-



NIST SP 800-37 Rev1: Risk Management Framework (RMF)

ONGOING MONITORING 
(OPERATIONS & EFFECTIVNESS____ 

OF SECURITY CONTROLS)____

 IMPACT ANALYSIS

 SYSTEM CATEGORIZATION

STEP 1:

 SELECT BASELINE CONTROLS
 TAILOR & SUPPLEMENT

CONTROLS

STEP 2:

 DEVELOP SECURITY PLAN

ASSESS SECURITY CONTROLS
STEP 3:

 IMPLEMENT SECURITY CONTROLS

STEP 4:



AUTHORIZE OPERATIONS
(BASED UPON RESIDUAL 
RISK & RISK TOLERANCE)

STEP 5:



STEP 6:





ONGOING MONITORING OF 
CONSUMER’S CONTROLS  IMPACT ANALYSIS

 SYSTEM CATEGORIZATION

STEP 1:

 IDENTIFY & SELECT 
CAPABILITIES

 TAILOR & SUPPLEMENT
CONTROLS

STEP 2:

 DEVELOP SECURITY PLANASSESS SECURITY CONTROLS
MANAGED BY PROVIDER STEP 3:

 IMPLEMENT SECURITY CONTROLS
UNDER CONSUMER’S MANAGEMENT

STEP 4:



AUTHORIZE CLOUD-BASED
INFORMATION SYSTEM

(BASED UPON RESIDUAL 
RISK & RISK TOLERANCE)

STEP 5:



STEP 6:



 SELECT BASELINE CONTROLS

 IDENTIFY & SELECT 
BEST-FITTING CLOUD 
ARCHITECTURE

 SELECT CLOUD PROVIDER
 NEGOTIATE SLA, METRICS,
SIGN CONTRACT

ASSESS SECURITY CONTROLS
MANAGED BY CONSUMER



ONGOING MONITORING OF 
PROVIDER’S OPERATIONS



RE-AUTHORIZE PROVIDER



NIST SP 800-173: RMF for the Cloud Ecosystem (RMF4CE)



RMF for Cloud Ecosystem

Layers Managed
by Consumer

Layers Managed
by Provider

Provider’s
RMF

Consumer’s
RMF

Consumer’s
RMF4CE



FedRAMP applies

RMF when A&A 

Cloud Providers
Consumer’s

RMF

Consumer’s
RMF4CE



“Industry should steal 
FedRAMP cloud 

security baselines”

"You need good security 
requirements around procuring 
cloud? Look what FedRAMP's done. 
Not some industry-driven 
consortium.”

John Pescatore, Director SANS @ CyberCon



Guide to Applying Risk Management Framework to Cloud-
based Federal Information Systems

 Cloud Ecosystem Boundaries



Guide to Applying Risk Management Framework 
to Cloud-based Federal Information Systems –cont.
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Building Trust & Trust Boundary
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Structured Formats

I, the sender, want to send a letter to 
Addressee .                        Here is my stamp

They live at the house with Street Number on 
First Street in Some City. 
In case you are unable to deliver please return 
the letter to Street Address in City and State.

Addressee
Street Address
City, State  ZIP
|||||||||||||

Sender
Street Address
City, State  ZIP



Transforming Automation Dream into Reality



Transforming Automation Dream into Reality
- cont.



Format of a Structured Security Control 
• Hierarchical

• Standards-based (e.g. NIST SP 800-53, ISO 27001/2)

– Description and Metadata:

• Overlay ->Technology (Cloud, ICS, Mobile, etc…)
Scope (functional capability)

» Implementation

» Assessment

» Metrics

» Other related information



Open Security Controls Automation Language
(OSCAL)

• OSCAL aims to provide a structured representation of the 

security controls for Overlays that would:

Allow Consumers to compare cloud services from different Providers

Speed up FedRAMP’s assessment process

Support security SLA & metrics

Make possible the automation of continuous monitoring



Questions?



For additional information :

NIST Cloud Home Page: 
http://www.nist.gov/itl/cloud 

Michaela Iorga:  

michaela.iorga@nist.gov

THANK YOU!


